NORTHWIND TRADERS (MOCK DATA)

Tenant Health — Executive Summary

October 18, 2026

OBJECTS REVIEWED ACT NOW

170 groups - 130 sites - 30 apps - 10 Security gaps, risky apps & expiring
apps with permissions - 7 CA credentials

policies

FINDINGS BY CHECK

Security baseline gaps (]

High-risk app permissions [ ]

Expiring credentials [ ]

Groups without owners [ ] 19
Apps without owners [ ] 19
Medium-risk app permissions (] 2
Expired credentials [ ] 10
Inactive groups [ ] 44
Dormant sites [ ] 43
Disabled CA policies | 1
Unused named locations (] 2
Unchanged CA policies (] 2
Possible duplicate sites [ ] 36
Group naming G 100

@ Actnow @ Needs review

SECURITY BASELINE
Security Defaults off - Conditional Access must cover the sign-in protections

Block legacy
v/ MFA for all users authentication GAP - CRITICAL
v/ MFA for administrators v/ MFA for Azure management
X User consent to apps off GAP - HIGH v/ Block device code flow

NEEDS REVIEW SECURITY BASELINE
Ownership, activity, consents, Protections in place

cleanup & naming

TENANT HYGIENE

89% 73% 66% 41%

Owned groups  Active groups Active sites Naming policy
151 of 170 groups 118 of 162 groups 82 of 125 sites 70 of 170 groups

TOP ACTIONS

Close security baseline gaps
2 gaps - Security ACT NOW

Review apps with high-risk permissions
4 apps - App consent ACT NOW

Rotate expiring app credentials
4 credentials - App registrations ACT NOW

Assign owners to ownerless groups
19 groups - Groups NEEDS REVIEW

Assign owners to app registrations
19 apps - App registrations NEEDS REVIEW

14 of 14 health checks completed - Read-only audit; no changes were made - Full detail in tenant-health-report.html



