Enterprise app lookup
ENTRA ID - SEAT CENSUS

Tenant Northwind Traders (mock data)

App Contoso Mail Sync

Sign-ins Last 7 days

Looked up  Oct 18, 2026, 8:23 AM by admin@northwindtraders.onmicrosoft.com

Contoso Mail Sync is an app from another organization, unverified. Only assigned users and groups can sign in (3 assigned). 4 sign-ins by 2 users in the last 7 days. Check: it holds 2

risky permissions.

Area

App

App
App
App

App
App
App
Owners

Delegated
permissions

Application
permissions

Consent history
Assigned to
Assigned to
Assigned to
Credentials

Conditional Access

Conditional Access

Conditional Access

Conditional Access
Conditional Access

Conditional Access

Name

Application (client) ID

Sign-in
Publisher

Whose app

Single sign-on
Assignment required
Home page
Frontline Kiosk 3

Microsoft Graph

None

Consent to application
Contractors

Frontline Kiosk 3

Eli Nakamura

None

CAO012 - Contoso Mail Sync -
Compliant device

CAO001 - All users - Require MFA

CAO002 - Admins - Phishing-resistant
MFA

CAO003 - Block legacy authentication
CAO004 - Block high-risk countries
CAO006 - Guests - MFA

Northwind Traders (mock data) - Enterprise app lookup - Oct 18, 2026

Value

5e6f7a8b-0000-4000-8000-
000000000001

Enabled
Unverified

Another organization's

OpenlD Connect

Yes
https://mailsync.contoso.example
Enterprise app

Mail.ReadWrite Mail.Send
User.Read

Oct 14, 2026
Group
User

User

Includes this app

Applies to all apps
Applies to all apps

Applies to all apps
Applies to all apps

Applies to all apps

Detail

Microsoft hasn't verified who publishes this app; it says it's from Contoso Ltd

Registered in another tenant (3b2a1c0d-0000-4000-8000-000000000099), so its secrets and
certificates aren't visible here

Only the users and groups assigned below can sign in

frontline3@northwindtraders.com

For everyone (admin consent) - Risky: Mail.ReadWrite, Mail.Send

The app can't act on its own, only on behalf of a signed-in user

By admin@northwindtraders.onmicrosoft.com

Role: Mailbox sync user - since Jul 20, 2026

Role: Default access - since Sep 8, 2026

Role: Default access - since Oct 6, 2026

Its secrets and certificates are kept in the publisher's tenant

On - Requires: Compliant device

On - Requires: Multifactor authentication

On - Requires: Phishing-resistant MFA

Report-only - Requires: Block access
On - Requires: Block access

On - Requires: MFA
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Area

Conditional Access

Conditional Access

Sign-ins
Sign-ins
Sign-ins
Sign-ins

Sign-ins

Name

CAO010 - Pilot users - Require
compliant device

Microsoft-managed: Block device code
flow

Sign-ins
eli.nakamura@northwindtraders.com
frontline3@northwindtraders.com
Failures

Not included

Northwind Traders (mock data) - Enterprise app lookup - Oct 18, 2026

Value

Applies to all apps

Applies to all apps

4
2 sign-ins
2 sign-ins

1

Detail

Report-only - Requires: Compliant device

On - Requires: Block access

By 2 users in the last 7 days - 1 failed - latest Oct 18, 2026 by frontline3@northwindtraders.com

Last Oct 16, 2026
Last Oct 18, 2026
Error 53003: Access has been blocked by Conditional Access policies.

Sign-ins the app makes as itself (with its own permissions) aren't in this log
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